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Abstract 
 
Since Cyberspace has emerged, a new phenomenon, among other things, has shaped the relationship of the 
digital community's stakeholders. In this regard, the relationship between the two leading digital community's 
stakeholders (domain name owners and trademarks' holders) has been described more often than not as 
unstapled and conflicting relations over potential interests, profits, and commercial dignity of brands.  At 
the early time of the digital revolution, the spider web was a double edge sword on both sides of commercial 
and legal technical aspects. One of these challenges was domain names’ Cybersquatting. With the absence 
of legal organizing rules, the main obstacles are present in unclarity of the legal nature of domain names’ 
Cybersquatting, at least at the early time of Cybersquatting demonstration as legal cases problem. 
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Importance of Legal character of Domain names 

Cybersquatting 

The paramount importance of this case is to pave the 

way to specify disputing the right parties to bridge 

the legal gap related to dealing with domain names’ 

Cybersquatting; to create a more stable and safe 

investment environment related to trademarks in 

Cyberspace which might be the main guarantee to 

digital community stakeholders. 

 

Methodology 

As for the methodology, the inductive approach in 

understanding the relationship between domain 

name management agencies and disputation parties 

might affect the nature of domain names’ 

Cybersquatting. Besides that, this analytic approach 

will be an analysis of the courts and arbitrations 

decisions. Furthermore, the historical and 

descriptive process will take place according to the 

contextual aspects. Moreover, the statistic will be 

used to serve the expected results of legal aspects. 

 

Purpose 

The reason for this particular paper is actually to 

make clear the lawful attributes of domain names’ 

Cybersquatting based on legal literature and also 

the judicial point of view, as well as to look at 

whether domain names’ Cybersquatting is 

considered an unlawful act, and also to explain what 

is the legal nature of this illegal Activity as criminal 

Activity. 

 

Approach 

The paper approaches the study by moving toward 

the subject according to the judicial and also law 

viewpoint. It reviews domain names' Cybersquatting 

Phenomena through a review to the illegitimacy of 

Doman Cybersquatting based upon the principle of 

“first come first serve”, as well as based upon 

ACPA act. 

 

Findings 

The legal character of the domain name 

cybersquatting is a cornerstone to understand this 

phenomenon and then to set a legal instrument that 

can provide complete protection to the contested 

right between domain name owners and trademark 

holders. 

  

Research Originality and Value 

The nature of domain names’ Cybersquatting is a 

crucial issue in Cyberspace. Knowing the legal 

nature of domain names, Cybersquatting help us to 

deal with these phenomena in the best way as long 

as can present long term guarantee to Cyberspace 

Community and stakeholders right and give 

dynamic legal stability to the investment in Digital 

Era, there is currently no consensus on what the 

legal nature of a domain name Cybersquatting. The 

paper offers an insight into the legal nature of 

domain names Cybersquatting to further the 

protection and recognition of rights over contested 

rights of domain names.  

 

Theoretical Frame 

For Theoretical Frame of the search will present in 

the following: 

-  With the beginning of domain name 

registration at an early stage, the stakeholders were 

unaware of any legal challenges, either registration 

agenesis or domain trademark holders. 

- The registrations are based on the first-

come, first-served principle, which was an excellent 

motivation to open the door to everyone equally to 

have the right to register any domain name. 

- The main point of domain names 

Cybersquatting is to register domain names that 

contain someone else Trademark. 

- Domain names Cybersquatting according 

to the principle (first come, first served) make it 

legitimated process. They shrunk the protection 

given to Trademarks' holders.  

 

Abbreviations  

ACPA anti-cyber squatting consumer 

act.   

N.S.I. Network Solutions. 

TLDs Top-Level Domain Names. 

WIPO World intellectual property 

organization. 
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EXISTENCE OF SPIDER WEB: NEW LEGAL 

CHALLENGES 

 

The increasing occupation of the spider web in the 

commercial community has raised new and 

sophisticated legal matters related to the interaction 

of stakeholders and the stability of their relationship. 

As a virtual system in which users freely interact, 

Cyberspace is constantly stigmatized as a medium in 

which the lack of legal regulation can have more 

difficulties to apply profoundly and more 

consequences for others (Siboni & Ezioni, 2021, 

Wang, 2017). It took for granted that it might even 

be challenging for the common Law to manage the 

web (Smith & Urbas, 2021) because it needs to be 

sustained by the expertise of various disciplines to 

construct the social features of the online world and 

conventional cybersecurity theories (MacIntyre, 

Zhao, & Ma, 2021). 

 

1. Domain names 

Practically, each domain name presents the digital 

I.P. address of the named hostess (Smith, 2021). The 

Domain is the textual address representing the 

numerical Internet Protocol handle or even "internet 

site deal with" a PC. on the web (Goel, 2010, 

Batman, 2007, Shelly, Cashman, & Napier, 2007). 

The Domain should be distinct (Smith, 2021) 

because the specific web Sites are accessed utilizing 

the Domain (Batman, 2007), and it is unique (Flood, 

2021). The domain names were generated to supply 

individuals along with a manageable site title, as 

opposed to demanding all of them to make use of a 

lengthy listing of amounts of numbers (Kruger, 

2010). Most domain names experts considered a 

textual alias domain for several Internet Protocol 

addresses (Campbell & Shelly, 2011, Shelly, 2004). 

These definitions provided just descriptive and 

technical Understanding to the domain names 

without addressing it from any legal perspective; it 

is just a method to connect text-based names and 

numerical Internet Protocol addresses (Smith, 2021, 

Felke-Morris, 2004). In the legal mind, it must be 

very recognized the connection between providing 

complete protection to domain names besides the 

related rights on the one hand and understanding the 

legal nature of Domain names on the other hand 

(Dimitrov, 2001). The Understanding of Domain 

names Cybersquatting needs to define the concept of 

Domain names Cybersquatting. The nature of 

domain names then analyses two critical aspects 

related to Domain names Cybersquatting prosses 

perspective: 

1-Principle "First come, first serve" 2- Anti-

Cybersquatting consumer act. 

 

2. Domain names' Cybersquatting  

The essence and concept of the cybersquatting 

dilemma are complacent with the emergence of 

domain name registration phenomena (Clarkson & 

Miller, 2021).  Of course, it is the reality that 

Cybersquatting situations get on the increase as long 

as it is relevant to those who buy the extra or expired 

Domain for wicked or even for profitable objectives 

(Clarkson & Miller, 2021, Vermaat, Sebok, & 

Freund, 2017). With creating a new generation of 

TLDs (Campbell, Freund, Frydenberg, & Cashman, 

2016), It needs to understand that the goal beyond 

generating new gtld is to shrink this 

Delima(Clarkson & Miller, 2021). Furthermore, 

Understanding this phenomenon requires 

recognizing the accurate meaning of domain names 

themselves and knowing their nature, so the 

determination of domain names' Cybersquatting 

fighting will be conducted according to rational and 

solid background based on Cybersquatting legal 

nature. 

 

Concept of Domain names cybersquatting  

Defining the concept of Cybersquatting is essential 

to shedding light on how this phenomenon was 

understood, at least at the early stage of its 

emergence from a legal point of view before 

ACPCA enacted in 1999 and before the holding of 

the WIPO conference that set the best practice to 

deal with domain names cybersquatting 2001. It 

means this concept has depended on legal scholars' 

Understanding predominantly. For example, Both 

Lemanski and Majca have defined Cybersquatting 

as registration of domain name by a third party in 

bad faith (Lemanski Valente & Majka, n.d.). This 

definition is considered somehow absolute, 

including other cases where any ill-intention cannot 

be adapted as Cybersquatting. They opened that 

Cybersquatting can happen if the registration is done 

in bad faith without reselling that domain name. This 

issue reflects the scope of domain names 

Cybersquatting at the early time of its emergence. 

Another point casts doubt in this term: registration 

processes, which means the formal authority has 

approved the domain name's ownership. 

In contrast, the core of Domain names' 

Cybersquatting inspired that the domain name was 

forcibly taken because Cybersquatting carries within 

its essence of ransom (Twomey, Jennings, & 

Greene, 2021, Yu, 2007) (Wegenek, O'Neill, & 

Moore, 2002). The mainstream legal perspective 

and legislators believe that Cybersquatting is limited 

within the frame of domain names registering 

another trademark holder or individual for a profit 

or offer to resell it (Miller, 2021, Clarkson & Miller, 

2021, Wallace & Webber, 2021). If an organization 

In this regard, in the famous case of Toeppen, the 

Court realized that the defendant wanted to force the 

plaintiff to pay ransom for getting the domain name 

back to the plaintiff constituted of "Commercial use" 

("The John Marshall," 2001). On the other hand, this 

definition had stipulated only bad faith without 

needing that Domain to be resold to Trademark's 

holder. One advantage that wraps up this definition 
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is that Cybersquatting should not be connected only 

to resell domain names and getting profits. Still, it 

can also be imagined that the aim beyond 

Cybersquatting might damage the others (the 

competitors) by preventing them from using this 

Domain.   

 

Nature of Domain names  

The lawful nature of Domain names is among one of 

the most fiercely discussed subjects when it comes 

to developing legal rights and exactly how they 

ought to be related to intellectual and technical 

building 'technologies' in the online world. 

Nowadays, at least two opinions on this subject: On 

one hand, some believe Domain needs to be 

considered an agreement for a service contract 

(Ernst & Young L.L.P., 2021, Ernst & Young 

L.L.P., 2020, Komaitis, 2010). This issue stems 

from the legal arrangement between the registrar as 

well as the registrant. Moreover, for that reason, they 

are incapable of enacting policies that are typically 

binding (Kjaer, 2020); they do not raise An issue Of 

illegitimacy or authenticity in the 

conventional sense Of the term.  

In contrast, contractual agreement service, by 

definition, calls for the authorization of the parties 

so. On the other hand, another strong stream 

opposites that and argues that Domain names are 

property rights within the domain name's Owner 

(Smith, 2007) or partly property (Miller & Oberdiek, 

2020). In denial of the property claims for the 

domain name, the Virginia Supreme court decided 

that Domain's name is contractual service in-

between Domain registrars and the proprietors of the 

domain names (Matsuura, 2003) what is interesting 

by analyzing views of courts related to the nature of 

Domain names, whether registrants have a property 

right in their domain names. Some courts rejected 

the contract service point of view and emphasized 

the property right (Sprankling, 2014). This opinion 

has been incarnated in the case of Kremen v Cohenv 

(Sprankling, 2014). The Court gives its view based 

on property rights in favor of the Trademark holder 

by held that the Domain name must establish 

Ownership or Right to possession of the property 

(Casenotes, 2004). This case is quite different from 

the traditional Cybersquatting cases because the 

direct Owner of that Domain name has found that 

his Domain name was forcibly taken upon by third-

party's intervention in the form of fraud (Casenotes, 

2004), while his Domain name was in service. 

On the other hand, the Court considered that the 

defendant's behavior was an illegal disposition of 

the property right and trigged statutory damages. 

(Casenotes, 2004). The Ninth circle Tribunal of 

Appeals decided that the Domain name shaped 

Impalpable Ownership under the Public Property 

Act of California and was subject to transfer 

(Harvey, 2017, Rendleman, 2012, Casenotes, 2004). 

The Court has considered that the Domain name 

(sex.com) as a property right (Calboli & de Werra, 

2016). In another case, the organization Jews for 

Jesus's took legal action based on the violation of the 

registered Domain name. They won the case over 

the domain name www.jews-for-jesus.org.The court 

has admitted legal property rights in the Disputed 

Domain (Spinello, 2010). Another question has 

ignited the hot debate about whether domain names 

can be considered Trademarks? 

Contrary to the mainstream of Trademarks' holders 

that have lobbied for adopting the doctrine, Domain 

names shall be somehow a trademark full of 

property rights (Sprankling, 2014). Some courts 

supported that the domain name has a property right 

(Miller & Oberdiek, 2021). Furthermore, World 

Intellectual Property Organization itself ruled, 

among other things, the domain name, and this big 

sign that the most prominent intellectual property 

organization admitted domain names have property 

rights entirely (World Intellectual Property, 2021). 

As long as that numerous domain names contain 

trademarks, it is rational to assume that domain 

names can be shielded under Trademark laws (Law 

Teacher, 2013). It is pretty logical because when 

picking a domain, the registrant should be mindful 

not to violate another person's name or a trademark 

(Lowe, 2021). It can argue that domain names 

present the digital Trademark that can make 

different websites that offer services or products in 

Cyberspace as equivalent traditional trademarks in 

the geographical world. Their similarities are 

fascinating. Besides their ability to protect the 

reputation of goods or services, they can also 

distinguish between different businesses and clarify 

goods or services. Trademarks are therefore highly 

valued by all parties. Domain names and 

Trademarks are targeted by lousy faith parties in 

both physical and Internet markets (Levine, 2015). 

They were bearing in mind the advantage feature of 

this Digital Trademark, which is presented only one 

Domain name can be registered as one of its kind 

within the same level of gtld as a unique name 

(Manglik, 2021). 

Understanding the essence of Domain names could 

help to recognize the legal nature of these Domain 

names. Understanding this legal nature could help 

find the best legal way to protect domain names and 

all rights related to them. Domain names contain - 

more often than not - an actual Trademark within its 

serial. In this regard, reloading a registered 

Trademark and replace it with a website sequel 

turning that traditional Geographical Trademark into 

its digital equivalent shape in Cyberspace (domain 

name). In other words, this process defines the 

domain name as a digital equivalent of a 

Geographical Trademark. Some opinions rejected 

the idea that it considers domain names anything but 

not Trademark (Koonjoobeeharry, 2017). To 

addressing this controversial question of the Domain 

name can be regarded as a Trademark, Duksh K. 



Law, Society & Organisations 
Volume VI, Issue 10 (1 / 2021) 

 

 
27 

Koonjoobeeharryas argues that a Domain name 

cannot be a trademark as nobody possesses the 

Domain name. It is just certified to be utilized as an 

address by the registrar to the registrant for just a 

specific time (Koonjoobeeharry, 2017). 

In the case of Dorer v Arel (Dorer v Arel, 60 F. 

Supp. 2d. 558 (E.D. Va., 1999), The plaintiffs 

DORER has filed suit against Mr. Arel under 

Infringement on Trademark over the contested 

domain name ('Writeword.com'). Likewise, the 

complainant desired to possess his allotment from 

the earnings that could arrive from using the domain 

name. However, the Court refused that demand as 

there was no relationship between the Domain name 

and Commercial property. In this particular 

instance, the domain name was a service contract 

from N.S.I. (Koonjoobeeharry, 2017). The Court 

opened that the domain name is certainly cannot be 

evaluated by money in the market (Levine, 2015). 

The Court has firmed this opinion in Umbro 

International v 3263581 Canada Umbro 

International v 3263581 Canada, 48 Va. Cir. 139 

(1999). Umbro considered N.S.I. a formal garnishee 

and asked N.S.I. to keep these domain names until 

they were offered to the highest possible prospective 

buyer. N.S.I. protested that the domain name was a 

contract service between N.S.I. and Canada I.N.C. 

and not a property right (Street & Grant, 2001) the 

Court decided that there is no property right in the 

contested Domain name. It is just a contract of 

services given by the registrar to the registrant. 

(Koonjoobeeharry, 2017, Street & Grant, 2001). 

However, who is the actual owner of the Domain 

name then? The previous decision court leaves this 

question for discussion if the registrant agencies 

could be Domain names' real owners of Domain 

names? Referring to answer this question, the Court 

has actually reviewed this concern in a situation 

including an individual that had signed up a Domain 

with N.S.I., a registration's agency that had an 

agreement with the federal government to provide 

domain enrollment services specifying that N.S.I. 

had the principal obligation for "making sure the top 

quality, timeliness, and also reliable administration" 

of the Domain (Miller & Jentz, 2007). It is precise 

that this agency is a regularity agency, not the Owner 

(Miller & Jentz, 2007). It is the only authorized 

custody of the Domain name registry (The 

Computer Law Association, 1998). The arguing that 

the Domain name is just being limited to service 

contract threatens the interests of Cyberspace 

Community's Stakeholders as investors in this vital 

section. Accordingly, If the agreement provides that 

the Trademark use as a domain name should be 

ceased upon discontinuation of the service contract, 

after that, the reseller has to shed every demand to 

that domain name upon the end of the contract 

(Lindsay, 2007). Besides the assumption that the 

registrant is the actual Owner, the door will be 

opened before many legal issues. As that if the 

Owner would have the right to share the benefit of 

Domain names with Trademark holders (as the real 

owners,) and if any stakeholders suffered from any 

damaging from using that Domain names, the 

registrant should be in charge of Civil 

Compensations (as an absolute owner). Besides that, 

the contractual service does not mean denying the 

ownership of the domain name. This fact goes for a 

phone number, car license, and even trademark itself 

toward the other. From a different angle, it can be 

understood as a contract service to register 

Trademark by the registrant to give the necessary 

legitimacy, provide complete protection against the 

others, and make this domain name authorized. 

However, if it is not sellable, then there is no ability 

to claim Cybersquatting, which is mainly based on, 

among other things, a power of action to resell this 

domain name. The rejection of domain names' 

property principle in favor of different ideas as a 

contract for service will shrink the necessary 

protection needed to guarantee the stability of 

Cyberspace's Community and, on the other hand, it 

will put stakeholders' interests in Jeopardy. When 

such an issue is subject to discussion, it must be 

considered that Domain names are not limited to 

individual conflicts between only those two 

stakeholders. Nevertheless, also, it surpasses the 

conflicting parties into the rest stakeholders of the 

internet community. We have to look at Cyberspace 

as an essential and vital investment area based 

mainly on Domain names, and any threat to this 

Domain name means collapsing the rest of the chain 

of all this commercial area.    

 

3. The aspects of the legal nature of Domain 

names' Cybersquatting 

One of the most common and frequent causes of 

Domain name conflict is the emergence of 

Cybersquatting that most claims of disputes are 

prosecuted based on it (Stokes, 2021, Fasthoff, 

2000, Cabell & Fellow, 1999, Loundy, 1997). The 

expanding significance of the web has turned it right 

into an effective device for companies to advertise, 

promote, and market services and products. 

Regrettably, Cybersquatting, which is the result of 

unethical and illegal conduct, has also been raised 

(Piyush, 2015). In line with it, two important aspects 

related to the Domain names' Cybersquatting' might 

help understand the legal nature of the 

Cybersquatting perspective. 

 1-Principle "First come first serve" 2- anti-cyber 

squatting consumer act.   

 

First come, first serve: Legitimizing of 

Cybersquatting 

The first-come, first-served principle is the only tool 

used to provide exclusive of using the domain name 

and related trademarks rights on parallel in digital 

space (Kjaer, 2020, Bagley, 2019). The legal 

literature's perspective has adopted a different 
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attitude to understand the legal nature of domain 

names' Cybersquatting. In this regard, two main 

aspects played curtail rules in defying Domain's 

legal nature: ' Cybersquatting: one is the legal norm 

(First come, first serve), used to register Domain 

names (Hörnle, 2021). However, the domain name 

is obtained by applying for registration with 

Network Solutions (N.S.I.) (Weise, 1996). Network 

Solutions was the leading registrar at an early stage 

of conflict over Domain name-related rights (Lipton, 

2010). 

Moreover, when it approved the enrollment of the 

Domain signed up, both the registrant as well as 

N.S.I. were bound by the regards to the enrollment 

contract (Computer Law Reporter, 2003) where the 

Domain names are given out based on the sole 

principle for this aim: " first come first 

served"(Radack, 1998). Due to this managerial 

process, disputation between companies having 

long-standing trademarks' rights and other 

illegitimate parties preferring specific Domain 

names has started (Radack, 1998). Allowing to 

register the Domain on a first-come-first-serve basis 

increases Domain's violation margin (Gilwit, 2003). 

There have been instances where Cybersquatter 

desired to use the Trademark to route website traffic 

to another site (Manz, 2002). That trouble originates 

from the first-come, first-served. However, 

according to this principle, some argue that 

Cybersquatting was not an illegal action, at least at 

an early stage of conflicts debug between Domain 

names Owners and Trademark holders. In this 

regard, WIPO concluded that The brand name 

members and the customers who rely on them would 

be revealed to many dangers that usually go along 

with Cybersquatting (World Intellectual Property, 

2019). Besides that, the behaviors of trademark 

holders  have brought legitimacy to cybersquatting 

action by rebuying the domain names that related to 

their Trademark. It would be arguable that this 

administrative procedure (first come, first served) 

adopted by the registry agency has turned it into a 

legal norm with statuary bower. Furthermore, it has 

accordingly changed the equation between main 

stakeholders (Domain names Owners and 

Trademarks Holders) dramatically by increasing the 

pace of Domain names registered by a third party, 

and has changed the behavior of the trademarks' 

owners and put them under status though that the 

third parties have legitimated right in their 

trademarks registered as domain names and make it 

subject to demand, supply and tradable. Evaluating 

by the variety of reported situations, there has been 

a considerable rise in "Cybersquatting" entailing the 

brand-new TLDs (Levine, 2015). 

Furthermore, it turned domain names into valuable 

commodities and raised the domain names' prices 

unprecedentedly. For example, the domain name 

LasVegas.com was sold in a transaction valued at 

about $90 million (Chang, 2020) domain name 

CarInsurance.com was sold for $49.7 million in 

2010 see figure1. The enrollment system urges 

dishonest parties such as cybersquatters to prevent 

rightful Trademark from ensuring that they can 

captive his Trademark by registering it as a domain 

name and demand ransom to set it free again (Gilwit, 

2003). When discussing the legal nature of domain 

names' Cybersquatting, it needs to understand the 

behavior of trademarks' holders. 

  

 Trademark holders' behaviors 

Most of the Trademark holders opened that it is 

better to pay the requested ransom to Cybersquatter 

(Indiana University Bureau of National Affairs, 

1999) because the legal action will cost them much 

more and takes a long time. (Look, 1999). Before 

1999, many businesses and other companies did not 

expect the crucial rules that the domain names will 

play to their business. These circumstances 

contributed to Cybersquatting, the practice of 

acquiring domain names for ransom and resale to the 

legal owner (Bagby & McCarty, 2003). In this 

situation, it was noticed that The Trademark holders 

were usually willing to pay ransom to buy back the 

domain names. In this correlation, many elements 

related to this behavior need to pay attention to it. 

For instance: the effects associated with First come, 

first serve, the absence of any legislation of 

Cybersquatting criminalizing, the flexibility of first 

come first serve, unclear of domain names nature, 

trademarks owners behaviors, causality checks 

between the third party and disputed name were not 

being carried out by references (registration 

authority). According to the fact that the official 

agency registration gives credentials and legitimate 

rights to the registered party, the concept of 

Cybersquatting in legal literature contradicts its 

essence, which should have been conducted by 

taking the domain name forcibly.  

In comparison, the registration gives it accepted by 

the registration authority. In this context, it begs 

whether the traditional concept of Cybersquatting 

needs to redefine it again or provide the 

Cybersquatter the legitimacy of having the right in 

that Trademark as Domain name? At least before 

enacted the Anticybersquatting act.   

 

ACPA act: Civil compensation: a new era of civil 

liability 

ACPA.which presents the second aspect, is 

considered a new statutory cause of governmental 

legislation action to address Cybersquatting and 

trademark infringement that has established in 1999 

(Rockman, 2020). Besides, it is to initiate an 

explanation of the measures taken to protect domain 

names (Twomey, Jennings, & Greene, 2021) in rem 

jurisdiction (Thronson, Roth, & Grossman, 2020), 

particularly the factor of bad faith existence (Scott, 

2021). To this point, this mechanism takes the 

initiative Against signing up, trafficking in, or using 
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an identical domain name that is confusing to or 

dilutive of an existing trademark or personal name 

(Mann, 2014, Lunsford, 2010, Kurtzberg & 

Schachter, 2008, Bidgoli, 2004). Availing against 

the registration of domain names with the aim of a 

profit intent became illegal under the ACPA (Harris, 

2012, Miller & Jentz, 2007, Silfen, 2001). As 

noticed due to the U.S Courthouse of Appeals for the 

Sixth Circuit, the registration of a renowned 

trademark as a domain and afterward providing it up 

for sale to the Trademark Holder is why lawmakers 

meant to fix bypassing the ACPA (Shimonski, 2014, 

Bureau of National Affairs, 2004, Bureau of 

National Affairs (Arlington, 2003, Bureau of 

National Affairs, 2003a, Bureau of National Affairs, 

203b, Hancock, 1993). Under the ACPA, a domain 

name registrant considered Cybersquatters 

responsible for the legal loss of as much as $100,000 

every Domain, along with genuine loss, revenues, 

court prices, and lawyer costs (Aaron Jay Horowitz, 

2006, Parker & Morley, 2004). Congress enacted the 

particular Act to confront Domain Name's 

Cybersquatting emphasized that this phenomenon 

became a  real legal challenge with economic effects 

over Cyberspace and threatening the investment in 

the digital area. The anti-cyber squatting Act was a 

quantum leap at that time to develop a particularly 

effective treatment for Cybersquatting with the 

profound goal to protect trademark holders from 

cybersquatters polling (Vermaat, Sebok, Freund, 

Campbell, & Frydenberg, 2017). As some argue, 

ACPA provided civil treatment (Wallace & Webber, 

2021) and criminal remedies against Cybersquatters 

((Belmas, Shepard, & Overbeck, 2017). 

Accordingly, the ACPA act is considered a turning 

point over the legal character of domain names 

Cybersquatting by bridging the legislative hole 

related to the principle of (nullum crimen sine lege, 

nulla poena sine lege  ), which does mean there is 

neither criminality nor punishment other than as 

offered by legislation. An individual was not to be 

punished to penalty unless he had violated 

legislation active at the time of his claimed 

infraction ((Luban, O'Sullivan, Stewart, & Iain, 

2019, Belgion, 2017, Chatterjee, 2011, Waldron, 

Quarles, Mcelreath, Waldron, & Milstein, 2009, 

Samaha, 2007, Hoffman, 2000). However, some 

concluded that Cybersquatting became illegal in 

1999 with the passage of this Act (Miller & 

Hollowell, 2019, Napier, Rivers, & Wagner, 2005). 

As Brandon Schmid said: "Cybersquatting is now 

recognized as a violation of federal law" (Antenor, 

2000), although it did not indicate any punishment 

in terms of the ACPA provisions' violation, whether 

by a fine or any other criminal procedures just civil 

compensation. However, some still argue that the 

Cybersquatter may subject to criminals' penalties 

(Batman, 2007). The ACPA enables the Trademark 

holder to bring lawsuits versus a claimed 

Cybersquatter in the Tribunal (Matsuura, 2003). As 

an effective legal tool against trademark violation in 

Cyberspace, ACPA gives the legal holder of the 

Trademark a chance to have a court order to get 

back, forfeiture, or cancellation of the registered 

domain name (Barrett, 2008, Raysman, 2002) 

accordingly, in the case of Lozano Enter. v La 

Opinion Publ'g Co (Practicing Law Institute, 2000) 

The Court did not hesitate to transfer the domain 

name to the legal trademark-holder (Silfen, 2001). 

Besides that, the Cybersquatter might additionally 

be accountable for statutory damage to the 

trademark legal holder (Berkeley Technology law 

journal, 2000). Although there were criminal 

penalties in the original version, the final form had 

only civil penalties (Klotz, 2004) for civil solutions. 

The ACPA would be the preferred choice as an 

effective prototype, which indicates that obligation 

hinges on evidence that a claimed infringer either 

signed up or uses the Domain in bad faith. With the 

ACPA, the trademark holder is qualified for 

injunctive relief, compensation, and lawyer's 

charges (Levine, 2015). The draft law would 

undoubtedly set the responsibility for financial 

compensation of Domain registrars (the United 

States. Congress, 1999). 

 

4. Case study: The courts' trend to legal nature 

of Domain names Cybersquatting   

Dishonest behaviors of Cybersquatters entailed 

under minding the integrity of Domain names 

(House of Representatives, 2006). When it is related 

to dealing with cybersquatters, the courthouse 

actions will alternate between dilution, trademark 

infringement, and unfair competition (Battersby & 

Grimes, 2021). In instances of Cybersquatting, it is 

frequently observed that the registrant of the 

Domain names does not utilize the Website (Reema 

& Aggarwal, 2013). In this regards, the main trying 

of the courts to solve this dilemma has been 

presented in unfair Competition, Blackmail & 

commercial ransom & Passing off  as the following: 

 

Unfair Competition  

Because most registration authorities throughout the 

E.U. perform certainly do not deliver a conflict 

settlement method, the plaintiff needs to look for 

protection in a courthouse to shield his right in the 

contested domain name against cybersquatters. As 

in the U.S.A., courts in Europe possess various 

regulations on domain name issues, including 

trademark legislation and unfair competition rules 

(Daller, 2021, Pederson, 2021, Lemanski-Valente & 

Majka, 2019, Brozik, 2001). like the United States, 

the tribunals throughout Europe have normally 

decided that using domain names that are 

significantly identical or even similar to trademarks 

establish Infringement on trademarks if the 

defendant used it in bad faith or connected with the 

purchase of contending goods or even items. It will 

also allow the trademark holder to acquire injunctive 
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relief (Lemanski-Valente & Majka, 2019, Reema & 

Aggarwal, 2013). European courts do not concur on 

whether the Act of a domain name enrollment 

without having an active website or offering the 

domain name for sale makes up trademark violations 

such as the U.K. For instance, In the case of British 

Telecom's plc. v. One in A Million Ltd, the British 

Court considered that the Act of registration popular 

trademarks made up Trademark's violation. Even 

though the domain names were non-active and the 

registrant did not offer the Domain for sale 

(Lemanski-Valente & Majka, 2019, Walden & 

Hörnle, 2001). According to Italian case law, 

Cybersquatting has been considered unfair 

competition generally and Infringement on 

Trademark if there was a violation of trademark 

value and reputation (Galizia, 2018). Accordingly, 

Genova first instance Court issues a judgment on 

Cybersquatting's case of Compaq vs. A.B.X. The 

Court has established Cybersquatting's claim based 

on unfair competition.The Court justifies its 

decision by considering that "the Trademark's legal 

holder has been prevented from registering his 

Trademark as his domain name the Registration 

Authority. The case must be thought about within 

the civil code of art. 2598 c.c. paragraph 1 and 3, 

under fairness and loyalty of the competition 

concerning access and use to integrated computer 

systems (Fishman, 2016, Italian Court Solves A 

Cybersquatting Case Over AltaVista Search Engine, 

n.d.)". As for Cybersquatting, the Danish Tribunals 

have evaluated it by following a different approach, 

so it did not consider whether registration or 

reselling Domain's name as Infringement on 

Trademark long domain name was not involved in 

any commercial practice (Fishman, 2016, Italian 

Court Solves A Cybersquatting Case Over AltaVista 

Search Engine, n.d.). In the case belogic vs. Deniss 

willardt zewillis (Chan, 1999), as a defendant, 

Deniss zewillis have had registered over 200 domain 

names related to the famous Danish Trademark 

(Lemanski-Valente & Majka, 2019, Chan, 1999). 

The courthouse of the Danish capital (Copenhagen) 

ruled that Act has constituted unfair marketing 

(Lemanski-Valente & Majka, 2019)  under Danish 

marketing law (Chan, 1999). As well confirmed, the 

defendant did not violate Danish Law of Trademark 

(Cabell, 2000, Chan, 1999). Although Several 

conflicts are resolved over Cybersquatting, the high 

cost and long time of the Court's procedures Pushed 

main stakeholders to protect their trademarks by 

using different approaches based on UDRP unfair 

completions or trademarks infringing against 

cybersquatters (Pakroo, 2018). Without knowing the 

main stander that can specify the legal nature of 

Domain names' Cybersquatting, Courts have 

regularly kept in this respect that such 

Cybersquatting comprises trademark dilution, 

which might violate the Trademark per se (NS, 

2013). It has also approved the trend that has 

adopted the legal character of Cybersquatting based 

on dilution ground in many cases (Barrett, 2008, 

Bidgoli, 2004, Plotkin & Street, 2001, Schulte, 

2000, Reed, 2000). The Trademarks' holders have 

been most effective in bringing cases against 

cybersquatters under the federal Dilution act and 

succeeded in winning these cases. To this point, 

some argue that the consideration of 

Cybersquatting's legal character based on dilution's 

ground has proved limited effectiveness of remedy 

against Cybersquatting (Merges, Menell, & Lemley, 

2007). This opinion makes the courts depend on 

different approaches such as passing off and unfair 

competition (Reed, 2000) to solve Cybersquatting's 

dilemma. However, it is more reasoning because 

Cybersquatting's lawsuit can be proved if the 

Trademark included is popular or distinct from 

necessitating protection (Klemchuk L.L.P., n.d.). 

Because the desire to get a domain name is not 

enough alone and Cybersquatting's lawsuit cannot 

be submitted based on the desire to having that 

domain name (Klemchuk L.L.P., n.d.). One of the 

earliest cases of Cybersquatting was Toeppen vs. 

Panavision. Toeppen has registered the Trademark 

of the legal holder as the domain 

name("panavision.com.") (Hörnle, 2021). As a 

result, Panavision submitted legal action of 

Cybersquatting against Toeppen under three 

different legal approaches: unfair Competition, 

Infringement on Trademark, and Trademark dilution 

(Hörnle, 2021, Millstein, Neuburger, & Weingart, 

2003). Courts have constantly kept in this respect 

that such Cybersquatting comprises trademark 

dilution (NS, 2013). Before Congress enacted the 

ACPA act, most of the earliest Anticybersquatting 

instances have been accepted based on dilution rules 

(Keller & Harvey, 2001). The Act of ACPA has 

drawn attention to providing courts with an effective 

alternative to expand federal dilution law to deal 

with Cybersquatting under the Lanham Act (Gilbert 

& Tropin, 2021, Dinwoodie & Janis, 2021). The 

crucial point in these allegations was determining 

whether the Trademark in the case sued as 

Cybersquatting under dilution rules was famed 

(Twomey, Jennings, & Greene, 2021, Practicing 

Law Institute, 2000). Accordingly, in Panavision vs. 

Toeppen, the claimant filed a lawsuit under 

trademark dilution against Toeppen based on the 

alleged fame of the Panavision trademark 

(Practicing Law Institute, 2000). The cybersquatters 

started using a different way to dilute the 

trademarks' holders' reputation and make the 

cybersquatting case qualified to be sued under 

dilution's rules. In this regard, Apple has taken legal 

action repetitively against cybersquatters for 

enrolling items as domain names, such as 

iphone4s.com as well as ipods.com (Miller, 2015).  

In the case, Intermatic, Inc v. Toeppen, the 9th 

circle tribunal rejected Toeppen justifying that he 

asserted that the absence of use safeguarded him 
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from dilution insurance claims because of the 

noncommercial use exemption of the Dilution Act. 

In this context, the Court explained that holding his 

domain marketing business to be a business work 

within the competence of the Law and prevented 

him from future usage of the Domain. The 

courthouses considered that the intent to profit the 

domain name was figured out to be "business 

usage," which is needed to comprise dilution 

(Thronson, Roth, & Grossman, 2020). That 

principle was emphasized again in the case 

Panavision, Int’l, L.P. v. Toeppen. The Court 

discovered that the enrollment of a domain name by 

the respondent, which corresponded to the 

complainant's Trademark, offered the Domain's 

selling to the trademark holder made up a dilution 

and rejected his claims that nonuse would exempt 

him from dilution act (Thronson, Roth, & 

Grossman, 2020). According to Toeppen's case, 

which has been considered classic Cybersquatting 

criteria, the Court has established her decision under 

dilution rules (Hörnle, 2021). Furthermore, the 

Court stipulated that the domain name registration 

should be in commercial practice to accept 

cybersquatting cases under dilution rules (Yu, 

2007). Unfair competition is presented by any unjust 

and dishonest commercial practice done by the 

competitor (World Intellectual Property 

Organization. International Bureau, 1994). 

Accordingly, it was observed that Cybersquatting 

was considered a violation of the Trademark outside 

the U.S.A. based on unfair competition (Pederson, 

2021, Daller, 2021). In among the very early 

situations, The U.S.A. courthouse discovered that 

the registration of a famous Trademark as a domain 

name for commercial use is an act of unfair 

competition whereby the Domain's registrant takes 

advantage of the Trademark's fame (Gilbert & 

Tropin, 2021, Scott, 2021)  .in line with this issue, 

Trademark does not need to be creative, just 

distinctive. In feedback to a lawful conflict between 

Etoy.org, and eToys.com, a fairly new dot.com 

marketing kids toys Gaming Utopia online'S The 

plaything store submitted the lawsuit in California 

following Etoy.org's rejection of a monetary deal for 

the Etoy.org domain. The toy firm implicated the 

other party of "unfair competition, trademark 

dilution (Pederson, 2021). In this context, Current 

changes to China's Anti-Unfair competition act have 

vividly supported trademark holders by giving them 

a more powerful device to cope with Cybersquatting 

(Prud'homme & Zhang, 2019, Fridman, 2018). 

According to cybersquatting domain names' 

disputation, the Chinese Court of people considered 

using or preserving domain names by the 

complainant as unfair competition (Prud'homme & 

Zhang, 2019). It notices that the Chinese Court of 

people judges typically in favor of the Trademark 

holder. Accordingly, in the case of IKEA v Cinet 

submitted to Beijing Second Intermediate courts of 

people, the Court has required that CINET modify 

its own Website's enrollment. 

Moreover, to quit using the domain name and 

terminate the registration it created in Nov 1997. 

The complainant submitted that lawsuit based upon 

the violation of Trademark and also unfair 

competition (Lin, 2011). The Japanese courts have 

ruled Cybersquatting's cases according to unfair 

competition. In the same way, the French courts 

have sued Cybersquatting (Campbell & Woodley, 

2003). One of the ordinary pictures of the unfair 

competition used on large scapes occurs when the 

cybersquatters' Website has porn or even uses a 

gambling website that acquires marketing profits 

coming from advertising based upon the number of 

visits the Website gets called (hits) to direct traffic 

to a specific Web site (Bouchoux, 2016, United 

States Senate, 2000). There have been cases where 

Cybersquatting can be sued under Infringement on 

Trademark as one of the rules used to fight 

Cybersquatting. Hence, it makes sense to use this 

rule because domain names are equivalent to 

Trademarks in a digital medium (digital 

Trademark). In the case of Audi AG and 

Volkswagen of America Inc. v. Bob D'Amato, the 

Court decided that using of Trademark and slogan 

of Audi company illegally in domain name 

constituted Infringement on Trademark (Lemanski-

Valente & Majka, 2019). However, Trademark 

infringement is considered an aspect of unfair 

competition, a tort, and certainly is not a criminal 

offense. Although special legislation to fight 

Cybersquatting under the Act of ACPA, it was 

interesting that submitting the conflict resulting 

from cybersquatters' behavior to the courthouse 

might take different legal approaches to solve the 

dispute of  Domain names Cybersquatting (Hatcher, 

2007).  

 

Blackmail & Commercial ransom 

One of the exciting visions related to the legal 

character of domain names Cybersquatting is that 

Cybersquatting entails being adopted according to 

blackmail and Ransome rules. Most instances of 

Cybersquatting involve storing domain names for 

profit (Smith & Urbas, 2021) in light of the financial 

value of domain names, as figures 1 and 2 indicate. 

Alternatively, ransom money and great credit are 

due to taking advantage of (first come, first served.), 

which was very attractive to cybersquatters (Smith 

& Urbas, 2021, Zheng, 2020). Such a legal 

adaptation can provide more protection against 

Cybersquatting that cannot be provided under other 

legal approaches such as Infringement on 

Trademark or dilution that is broadly used in 

cybersquatting cases (Hörnle, 2021). However, 

courts realized that the goal beyond Cybersquatting 

is commercial ransom or Blackmail (the United 

States. Congress. House. Committee on the 

Judiciary, 1999). In one of the first cybersquatting 
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cases, Avon Products, the Court has recognized that 

the AVON.COM domain name had been registered 

by a third party, who tried to hold up the title for 

extorting ransom (Bernstein, 2000, Crawford, 

2000). The Court never characterized 

Cybersquatting as Blackmail or ransom. 

Cybersquatters must ask for ransom from the legal 

owner to ensure that the trademark holder meets the 

ideal cybersquatting case (Carroll, 2004). 

 

Passing off 

Passing off is a cause of action that can apply very 

widely where there is a deliberate misrepresentation 

that a person's products or services are those of 

somebody else. (Saddhono, Ardianto, Hidayatullah, 

& Cahyani, 2019). The enrollment of a false domain 

name is not passing off per se (Wegenek, O'Neill, & 

Moore, 2002). In this regard, Unfair competition is 

considered as passing off or attempting to pass off 

(Daller, 2021). However, passing off is considered a 

tort, at least under U.K. courts (Murray, 2019). 

According to British courts, the legal nature of 

Cybersquatting has been considered a tort of passing 

off, in the context of the Infringement on Trademark 

right (Ng, 2013) related to Harrods limited vs. 

United Kingdom network services was the first case 

submitted to British Court based on passing off (Ng, 

2013). In another case, British (Telecommunication 

vs. One in a million limited), the Court decided that 

the main elements of passing off tort included 

(goodwill, damage, and misrepresentation) to be 

cybersquatting case based on passing off rules (Ng, 

2013). The Indian courts have also adopted 

cybersquatting cases based on passing off 

regulations (Jaishankar & Ronel, 2011). 

 

 

CONCLUSIONS 

 

As for jurisdiction, the legal character of 

Cybersquatting can fit all possible claims that bring 

complete protection against cybersquatters. 

According to the national legal system, the main 

criteria that should be considered are the amount and 

effectiveness of protection against Cybersquatting. 

The legal character of Cybersquatting is connected 

to understanding the nature of domain names per se. 

In this context, one of the obstacles that stand 

against understanding the legal personality of 

Cybersquatting is the unclarity of the nature of 

domain names. The legal perspective considers it a 

trademark, part of it, or no, the majority of the 

Courts could not agree that the domain names are 

property rights or just a contract service. In this 

context, the unclarity of the domain name nature is 

reflected in understanding the legal nature of 

Cybersquatting. In light of this, the legislation's 

absence makes criminalizing domain names' 

Cybersquatting very hard, at least at the early stage 

of the emergence of this phenomenon. Even with 

enacted the ACPA act, it could not clarify the nature 

of Cybersquatting because this Law did not have any 

punishment. Only monetary compensation equal to 

one hundred thousand dollars maximum per domain 

name is not enough to consider Cybersquatting as a 

crime. The absence of any explicit  discipline in the 

ACPA Act begs the critical question of whether the 

Cybersquatting is illegal OR not?  comparing to the 

principle "Nullum crimen, Nulla poena sine lege, 

"which means that Criminal offenses and penalties 

are determined only by the Law. 

Furthermore, it cast doubts if civil compensation can 

be considered as punishment according to that 

principle?. To detriment that legal nature of domain 

names' Cybersquatting, ' entails leaving this 

question for discussion: as long as there is a special 

law to fight Cybersquatting, why courts sue 

Cybersquatting under different legal approaches, 

such as unfair competition, passing off, and 

dilution? The recognition of Cybersquatting's legal 

nature accurately needs to consider the effectiveness 

of the protection given to trademarks' holders 

against the cybersquatters. The number of 

cybersquatting cases can measure this protection. 

Back to Cybersquatting, it was noticed that the 

number of Cybersquatting is getting high, as seen in 

figure 4. In 2005, the WIPO Center reported a 20% 

increase in cybersquatting cases filed than in 2004 

(McGeorge School of Law, 2008). The rising 

cybersquatting cases though the existence of the 

ACPA act, indicate that the protection provided by 

ACPA is minimal for one reason or another. It also 

concluded that the Courts using a different legal 

adaptation of Cybersquatting suggests that all these 

tryings could not provide enough protection against 

cybersquatters. The difficulty of pinpointing the 

legal nature of this phenomenon might be the partial 

vision into the conflict that comes from the illegal 

behavior of cybersquatters. The conservative image 

considers it individual strife between the two main 

stakeholders -Trademark holders and Domain 

names. Without considering the nature of borderless 

Cyberspace with interlacing interests, that conflict 

would affect all cyberspace communities. Taking a 

beak at Cybersquatting within comprehensive vision 

concern the threat would act all cybercommunity. 

Furthermore, the vital economic section would be a 

turning point to pave the way to reveal the best legal 

adaption for the nature of Cybersquatting.  In line 

with that, it can provide complete protection against 

Cybersquatter. It is worth discussing whether the 

ACPA act or/and other alternative legal approaches 

used to be the legal adaptation of Cybersquatting 

have been given the expected result or no? In this 

regard, by analyzing these approaches, we can 

conclude that: 

1- Trademark infringement does fit the violation 

Under a legal system's trademark law (Hatcher, 

2007). 
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2- Passing off does fit to losses based on the harm 

resulting from representation commodities or 

services from the trademark holder (Hatcher, 

2007).  

3- Unfair competition does fit business action 

losses that deceive or confuse consumers about a 

good or service source. 

4- Dilution of the famed Trademark does fit for 

"Blurring" the distinctiveness or "Tarnishing" 

the reputation and position of a famous mark 

(Hatcher, 2007). 

5- Ransom & Blackmail fit the nature action and 

goal of cybersquatters that captive the domain 

name of the trademark holder to force him to pay 

the ransom. 

6- ACPA act, the Law was designed to fit fighting 

Cybersquatting, and yet its ability to do so is not 

enough to get rid of the cybersquatting' threat 

because this Law does not impose penalties. 

Moreover, based on that and according to these 

different approaches, we can assume that 

Cybersquatting can jeopardize the financial 

interest of any economy as a serious crime. The 

best legal adaption that can provide adequate 

protection is considering Cybersquatting as an 

economic crime with imposing criminal 

penalties and monetary damages, as figure 3 

suggests. The concept of Cybersquatting should 

not be limited to registration, and it must extend 

to contain any way that domain names could be 

controlled or taken. The ransom virus is the best 

example of the number of damages that affect the 

virtual and non-virtual economy with lost 

billions of dollars worldwide.  
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Domain name Value Sale date 

LasVegas.com $90 million (2005) 

CarInsurance.com $49.7 million (2010) 

Insurance.com 35.6 million (2010) 

Vacationrentals.com $35 million (2007) 

Privatejet.com $30.1 million (2012) 

Internet.com $18 million (2009) 

Insure.com $16 million (2009) 

 

Figure 1 

The most expensive domain names publicly reported. 

Source: https://fortunly.com/blog/the-most-expensive-domain-names-ever-sold/#gref 

 

  

Domain Price Sale Date 

AltaVista.com $3.3 million 1998 

Business.com $7.5 million 1999 

AsSeenOnTv.com $5.1 million 2000 

Loans.com $3.0 million 2000 

Hotels.com $11 million 2001 

Casino.com $5.5 million 2003 

Beer.com $7 million 2004 

Diamond.com $7.5 million 2006 

Vodka.com $3.0 million 2006 

VacationRentals.com $35 million 2007 

Porn.com $9.5 million 2007 

Fund.com £9.99 million 2008 

Israel.com $5.88 million 2008 

Clothes.com $4.9 million 2008 

Yp.com $3.8 million 2008 

Internet.com $18 million 2009 

Insure.com $16 million 2009 

Toys.com $5.1 million 2009 

Candy.com $3.0 million 2009 

CarInsurance.com $49.7 million 2010 

Insurance.com $35.6 million 2010 

Sex.com $13 million 2010 

Fb.com $8.5 million 2010 

Slots.com $5.5 million 2010 
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Domain Price Sale Date 

iCloud.com $6 million 2011 

Marijuana.com $4.2 million 2011 

PrivateJet.com $30.18 million 2012 

GiftCard.com $4 million 2012 

IG.com $4.6 million 2013 

Tesla.com $11 million 2014 

Z.com $6.8 million 2014 

Medicare.com $4.8 million 2014 

Mi.com $3.6 million 2014 

Whisky.com $3.1 million 2014 

360.com $17 million 2015 

Porno.com $8,888,888 M 2015 

 

Figure 2 

Top Most Expensive Domain Names Sales in The World 

 

 

 

 
 

Figure 3 

Cybersquatting legal approaches 

Beside the tradtiona approached that used to recognize the legal character of domain names' Cybersquatting, this 

study suggests new approach based on economic crime and criminals benalties   
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Figure 4 

Cybersquatting: WIPO domain name case dispute filings 2000-2021 

 

Source https://www.statista.com/statistics/416159/domain-name-cases-filings-wipo/ Published by Joseph 

Johnson, Mar 19, 2021 

This statistic presents the total number of domain name cases and domain names filed with the World Intellectual 

Property Organization from 2000 to 2021. In the most recently measured period during the current year, the total 

number of cybersquatting cases filed with the WIPO amounted to 958 and included 1,713 domain names. and that 

indicates the protection provided by different legal approaches is not enough

 


