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Abstract

This paper addresses the topic of dark patterns used in the design of various web products or services. Dark
patterns are deceptive elements that are intentionally crafted to make the users do actions that they wouldn’t
do otherwise. Those techniques are used for the benefit of various stakeholders and are included in web
products that are used worldwide, such as social media platforms, some popular apps or web services. The
concept is well known among practitioners. However, a few studies on this topic have been done and in
order to gain awareness about it some more academic research is needed. The main purpose of this study is
o investigate if there is some consent about the topic of dark patterns among the digital media resources.
This study is of descriptive nature. A systematic review approach is used, analyzing over 30 original digital
media sources that addresses this topic. This paper is not about criticizing, it’s about continuing an ongoing
discussion about the users’ rights and the values of web products creators with the purpose of minimizing
malicious techniques towards users. This study contributes to the broadening of the research on dark patterns.
It also contributes to the understanding of those techniques in an effort to minimize them. Results can be
used for developing frameworks for future research.
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INTRODUCTION

Current technologies have evolved in a way that a
web product is expected to deliver not just some
simple functions, but more complex experiences
(Hassenzahl, 2018). Both practitioners and theorists
have quickly adopted the concept of user experience
as the quality of the total experience of users’
interactions with a web interface (Hassenzahl and
Tractinsky, 2006), to the detriment of the classic
human - computer interaction (that was focusing
only on functionality). This shift was more visible
after 2010 and the focus was moved from the
interface itself (from elements like functionality or
content) to the user's subjective emotions.

That shift came with some issues for the users. One
of them was the expanding practice of dark patterns.
Dark patterns are deceptive elements that are
intentionally crafted to make the users do actions
that they wouldn’t do otherwise. Those patterns are
designed to benefit certain stakeholders, not the user
(Ducato si Marique, 2018). Dark patterns are
included in various web products that are used
world-wide, such as social media platforms, various
apps or web services.

The concept is well known among practitioners.
However, a few studies on this topic have been done
and in order to gain awareness about it some more
academic research is needed. On of the purpose of
this paper is broadening the awareness of the usage
of dark patterns.

As for an exhaustive list of these techniques, there is
no consensus among practitioners. There are more
obvious dark patterns, such as masked advertising
(when an ad that is not what it looks like), forced
continuity (continuing the paid subscription after the
free trial period has ended, without announcing),
involuntary spamming friends from social media,
hidden costs (in online stores, when costs are not
displayed at the stage where the user expects to see
them), disorientation (by creating a false impression
of urgency) and more. There are also subtler
practices, such as pseudo-notifications (when
notifications that are not really important are sent to
users).

Although dark patterns seem to work in the short
term, once the user is aware of them it disadvantages
the brand, leading to mistrust it. Mistrust in a web
interface is given by specific factors (complicated
layout or inclusion of pop-ups), whereas trust is
given by social factors, such as recommendations
(Seckler, Heinz, Forde, Tuch and Opwis, 2015).
Experiencing negative emotions while browsing can
negatively influence purchase intention or loyalty
(Hibbeln, Jenkins, Valacich & Weinmann, 2017).
There are studies that advocate for the effects of the
user experience on the long-term use of web
products (Karapanos, 2003), and the use of these
manipulative techniques degrades the long-term

user experience, although they are sometimes
effective in the short term.

As the manipulative practices are beginning to be
covered by the media, users start to recognize them,
which affects the interaction with the interface. Dark
patterns are not only harmful for adults, but children
are exposed to them too (Fitton & Read, 2019),
especially in social media or when they are playing
online games.

Regarding the ethics in the process of designing web
interfaces, there is a lack of studies that clearly
emphasize the practical implications of using dark
patterns (Gray, Kou, Battles, Hoggat and Toombs,
2018; Chivukula, Brier and Gray, 2018).
Practitioners, although empathetic to the needs of
users, manifest themselves in contradiction
(Chivukula, Brier and Gray, 2018) and choose to
introduce, often tacitly, elements that manipulate the
user in the interest of the other parties. However, the
phenomenon of lack of ethics is becoming more and
more well known because countless conversations
are happening in various informal settings (Fansher,
Chivukula and Gray, 2018). Dark patterns are not
only unethical towards the user, are unethical even
to the competition (Day & Stemler, 2019).

There is a need for a clear delineation of the roles
and ethical responsibilities in designing web
interfaces, a delimitation that is worth discussing
both in the academic space and in practice (Shilton
and Anderson, 2017), in order to minimize the
practice of dark patterns.

METHODOLOGY

The research question is about the existing
consensus among the practitioners about dark
patters phenomena in user experience.

The purpose of this study is to broaden the
understanding and the awareness about dark
patterns.

Method. A systematic review of the most relevant
digital articles that address this topic is used for this
study. Principles of Grounded Theory were used in
this process.

Data sources. Articles were selected using the
Google search engine. This search engine was
chosen because is the most used worldwide.

Data selection. First 11 pages of Google results were
analyzed.

Google Incognito was used as a way of searching, in
order to not affect the results with previous searches
bias or current geographical location. The keywords
for the Google search were “dark patterns”.

The search stopped at page 12 of Google (beyond
page 11 the results started to be irrelevant). Initially,
there were a number of 54 articles selected. From
that, 31 articles were chosen as valid.

The vast majority of analyzed articles were written,
but few video sources were also included.



Quality validation. The validation of the quality was
based on four criteria. Firstly, the article should be
original. Secondly, the article should mention at
least five types of dark patterns. Also, the article
should not very niche (and could be applied to a
variety of web products and services). The articles
should be written in English. Some results were
overlooked because were written in German or
Swedish. The most common motive for dismissing
of an article was because of the originality criterion.
Data extraction. For the procedure of data extraction
several criteria were taken into consideration. The
most important one was the types of dark patterns
described by the article. Other data taken into
consideration was the role of the author (if the author
was a practitioner or a journalist), the year of
publishing and how far in the search were the
results.

RESULTS

The systematic review continued with the
identification of all the dark patterns mentioned in
the selected articles. 22 types of dark patterns have
been discovered. They are briefly described in the
section below. Several dark patterns were found
under different names. Naming businesses that have
used dark patterns was avoided, since the purpose of
this paper is not to criticize the ones that did choose
to do so, but to gain a better understanding of these
practices.

- Trick questions, also known as deceptive
copywriting is when the user is tricked by the
wording of a form or some other web element. It
takes advantage of the shallow attention of the
user;

- Expanding shopping cart, also known as sneak
into basket is when the web product, usually an e-
commerce website adds an additional item into
the shopping cart. This happens at the ending of
the buying process and the added item is
something with little monetary value;

- Hard opt-out, also known as the Roach Motel is a
dark pattern that makes almost impossible for the
user to get out of a situation, usually a subscription
service. The getting out process is too complicated
and requires too much effort;

- Deceiving privacy is a dark pattern that can also
be found with the name Privacy Zuckering, after
the famous situation with data privacy on social
media. It means that a web product collects more
data that users are aware or ok with;

- Price comparison prevention is when web
products make it hard to compare the prices of
offers. They usually make it look like is cheaper
to buy more, when in fact is more expensive to do
SO;
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- Hidden costs is when the user finds out about

additional costs only when is deep in the buying
process;

- Baitand switch is a dark pattern that fools the user

in the way that makes him think that he’s going to
do one thing but ends up to do a totally different
thing than he is expecting;

- Guilt tripping, also known as Confirshaming is

when a website uses wording that intend to make
the user feel bad about its choice;

- Disguised ads are a form of dark pattern that

makes ads to look like interface elements, such as
buttons or forms when in fact are just ads;

- Misdirection is that dark pattern that makes the

user focus one one thing with the purpose of
distracting him for another. The distraction is
either from an additional cost or from some
information that benefits stakeholder when the
user doesn’t know about it;

- Forced continuity happens when the user is

coerced to continue an action regarding a web
product, usually a paid subscription;

- Friend spam is a dark pattern that can be found

under different names - growth to spam, fake
friend request, deceiving lists or social pyramid.
Itis a technique used in social media that deceives
the user into spamming his friends with the
intention to join a social network. The user is not
aware that is a spammer, he is either under the
impression that he is doing a different action or he
is not aware at all;

- Gamification or monetization is making the user

complete some actions in order to gain something;

- Toying with emotions, also known as selectively

biased examples is a situation when web products
use things that have an influence on users’
emotions with the purpose of manipulate the user
about some important information;

- False urgency is when websites, especially the e-

commerce kind create the false impression of
scarcity with the intention to make the user buy
faster;

- Fake notification is a dark pattern used by social

networking sites, using the power of notification
for the purpose to make the users check his
notifications more often;

- Segmented email list is a dark pattern that forces

users to unsubscribe from different email groups
if they want to stop receive emails;

- Share the article is when the action of continuing

reading something is hindered by sharing it via
some social networking sites;

- Pseudo Currency is a dark pattern in the way that

users will not be aware of how much they spend
because they forget that pseudo currency is
actually real money;

- Nagging it is a persisting deflecting of the wanted

purpose of an action;
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- Infinite scroll is a dark pattern in by the way it
makes the user addicted to the content;

- Bad defaults is when websites purposefully leave
bad default settings, taking advantage of the
required effort to change them.

Grouping dark patterns. After the systematic review
of these articles, we can conclude that dark patterns
can be described according to three criteria: the
strategic purpose of the pattern, the popularity
among the media and how harmful is considered.
The first one groups dark patterns according to the
strategic purpose of use. Here we have five
subcategories. One of them is when the dark pattern
is about sales, when the purpose is the direct
monetary benefit. Here is when the web product tries
to influence the user through different methods —
either hides some additional costs, adds some
unwanted products into the basket or makes it hard
to compare prices, unsubscribe or have a sense of the
real money spent. The website can also create the
false urgency, taking advantage of the users’ fear of
missing out.
An unusual category in the sense that it has only one
dark pattern is the one that deceives the user to
publically give more data than he intends to.
Some dark patterns are intended for gathering more
views, such as the requirement of sharing the article
for continuing reading or segmenting the email list
in order to force user to still receive the newsletters
even after unsubscribing from one e-mail list.
Some other dark patterns’ purpose is solely about
the time spent with the product. This applies
especially to social networking sites. In this case, the
most self-explanatory benefit results from the users’
habit to spend a great amount of time on a social
platform. Fake notification, the involuntary fiend
spamming and the infinite scroll are used for this
purpose.

The last category is the miscellaneous one. Here are

included dark patterns that are either very

contextual, and could be in several other categories
depending on how is used, either a combination of
other categories mentioned above. For example,
misdirection could be about sales but in another
context could also be about data gathering. Bait and
switch could be about data, but also about sales or
about views. Those five subcategories are depicted

in Figure No. 1.

Furthermore, dark patterns can be grouped by the

popularity among the analyzed articles. We consider

a popular dark pattern one that is mentioned by at

least 30% of the sources. The popular ones can be

traced to one original creator, Harry Brignull, whose
articles were the first to call out those practices as
unethical. Some of the dark patterns named by him
are trick questions, bait and switch, disguised ads,
sneak into basket or price comparison prevention.
Those two subcategories are presented in Figure No.
2.

Next, dark patterns can be described by the severity
of the practices. There are dark patterns that are
considered not necessarily bad, just annoying, like
the guilt tripping, where the user is most likely
aware that he is being built-tripped. The same likely
awareness also happens with the false urgency,
infinite scroll or false notifications. In this
subcategory are also included gamification and the
requirement to share the article.

There are also moderately bad dark patterns, that
could have a little more severe outcome, like the
trick questions, hard opt-out, bait and switch, hidden
costs, disguised ads, misdirection, toying with
emotion, the use of pseudo currency, nagging and
setting bad defaults.

Very serious dark patterns are those that are totally
unfair to the user and usually need official
regulation. In this category are included deceptive
techniques like adding an additional item into
basket, price comparison prevention, forced
continuity, friend spam or deceiving users’ privacy.
Those categories are depicted in Figure No. 3.
Collected data can also be described by the role of
the author. The author can either be a journalist or a
practitioner  (user experience  designers or
developers). From the data collected, the roles of the
authors are equally distributed, half of them being
journalist, another half being practitioners.
Analyzing the year of the selected articles, we can
se that the older ones have the tendency to use the
same set of dark patterns as a reference, with minor
adjustments and different examples. The newer ones
(published after the year 2017) tend to have more
new categories. How far in the search was the result
was also analyzed but this did not reveal any
relevant information.

CONCLUSIONS AND DISCUSSIONS

This paper brings some new insights about dark
patterns. In this paper, our understanding of dark
patterns in grounded on the depictions of these
practices in the media, by either practitioners or
journalists.

This study contributes to a more facile uncovering
of those practice. By making the public more aware
of those practice it can contribute to the effort of
making dark patterns cease to exist.

Those dark patterns are used in a variety of web
products, from social networking sites, e-commerce
platforms, video games, apps, web services or just
in plain websites. The fact that they are everywhere
raise some ethical issues.

Firstly, the official regulation of those techniques is
problematic, since there is a fine line between a dark
pattern and an honest user experience enhancing
element. One could argue that the infinite scroll is a
delightful experience since is makes the act of
navigating through content really easy. Others could



say that infinite scrolling cause an addiction to the
content of the website and thus it is a dark pattern.
On another hand, setting bad defaults for users easily
falls into the dark pattern category. Some dark
patterns are regulated in some parts of the world
through legislation like the General Data Protection
Regulation in European Union.

Another important thing to take into consideration
when talking about dark patterns and ethics is who
are the entities responsible for using these
techniques. Managers or practitioners like designers
or developers? Or the organization as a whole?
Maybe we need to invest more in practitioners’
education to avoid getting them accomplice in the
use of dark patterns. Some more research about
ethics of user experience is also needed.

The uncovered dark patterns in this paper can be
categorized by the purpose of using them, by
popularity and by how serious their consequences
are.

The fact that a part of authors are practitioners
means that the subject is worth enough for them to
get to write about it. The topic is indeed of interest
to many categories, whether we are talking about
institutions, web products, various stakeholders or
just regular users.

The fact that journalists also wrote about it means
that they considered the topic important enough to
educate the public. A lot of the popularization of the
usage of dark patterns can traced to an original
article published by Harry Brignul. This also
explains the fact that a lot of the dark patterns are so
popular in the way that a lot of analyzed sources
mention them.

The descriptive classification developed in this
paper could be used for future studies for developing
frameworks for the study of dark patterns.

One thing that all the analyzed articles could agree
to is the fact that dark patterns are harmful and
deeply unethical an we, as a society need to make an
effort to limit the use of them. All the parties
involved in the development of web products should
make an effort to limit this exploitation of users’
cognitive biases and be an advocate for the users.
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